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. TOE

SNIPER IPS-G V8.0

. Date of Application
17 February 2014

. Date of Approving
8 July 2014

. Overview

The TOE is SNIPER IPS-G V8.0. The TOE is consisting of the following components:

® SNIPER IPS-G V8.0 Server 2011.07.01R with SNIPER OS V2.0 (Kernel 2.6.37), and it
is identified using package version SNIPER-IPS-G-V8.0 _20110701R_CC_12P.tar.gz

® SNIPER IPS-G V8.0 Client GLOBAL_20130115 (20130115_1428)

The change to the certified product has no effect on assurance. Therefore, the

assurance as outlined in the Certification Report KECS-NISS-0455-2013 is maintained

for this version of the product.

This report is an addendum to Certification Report KECS-NISS-0455-2013.

. Changes to TOE

The following underlying hardware platform (i.e., product model) for the TOE has

been added as operational environment of the TOE.

Model Contents

CPU Intel Xeon Hexa 2.5 * 2

Memory 16GB
SNIPER
IPS 10G HDD 1TB * 2
(NA4540D)
Compact Flash (CF) | 4GB
NIC 10/100/1000 Mbps Ethernet Port * 2
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Model Contents

Serial Port RS232C Serial Port * 1

Management Port 10/100/1000 Mbps Ethernet Port * 1
HA Port 10/100/1000 Mbps Ethernet Port * 1
Basic Configuration NIC: 10Gbps Ethernet Port * 2

1 NIC expansion slot

Expansion Slot Option | 10Gbps Ethernet Port * 2

Basic + Expansion configuration

Max Configuration | "4 4Gpps Ethernet Port * 4

In Addition, the range of session time-out value for the authorized administrator has

been reduced.

6. Assessment

The sponsor for SNIPER IPS-G V8.0 submitted IAR [2] to IT Security Certification
Center for approval. The IAR is intended to satisfy the requirements outlined in the
document Assurance Continuity [1]. The IAR includes the following items;

A. The changes made to the certified TOE

B. The evidence updated as a result of the changes and,

C. The security impact of the changes
And the regression testing was conducted to be sure that it works.
The Security Target [3] is correctly updated.

7. Conclusion

Consideration of the nature of the change leads to the conclusion that it is classified
as a minor change and that certificate maintenance is the correct path to continuity
of assurance.
Therefore, IT Security Certification Center agrees that the assurance as outlined in

the Certification Report [4] is maintained for this version of the product.
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